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Powerful network security 
puts business agility first 

Dell SonicWALL firewalls provide comprehensive, unified threat management —  

freeing you to focus on emerging opportunities that move your business forward.  
Dell is positioned in the leaders quadrant of the 2014 Gartner Magic Quadrant for  
Unified Threat Management.6

Important ways to safeguard  
against IT security threats 
Firewall security is the first line of defense against threats that can enter your network 

hidden in web traffic. Look for a firewall that inspects the whole file, regardless of size. 

Key firewall features

Anti-virus and anti-spyware

SSL deep packet inspection 

Intrusion prevention

SSL VPN and IPsec VPN

Application control

4 
Proactive protection that  
wards off cyberattacks
Designed specifically to meet the needs of small and medium-size companies, Dell SonicWALL  

firewalls offer massive scalability to detect IT security threats and help prevent cyberattacks 

across growing and distributed networks.

1.7 trillion
IPS attacks blocked5

333% increase  
in new POS malware
countermeasures deployed5

37 million
unique malware  
samples collected5

4.2 billion
malware attacks blocked5

The good news: Advanced firewall technology enables first-class security and  

manageability without compromising user productivity, network performance 

or tight budgets.

Benefits you can (and should)  
expect from your firewall

Risk factors
Your small business may be under attack — right now — by determined,  

talented and relentless cybercriminals. You won’t know for sure until it’s too late.

jump in the number of 
incidents detected by 
medium-size organizations 
in 2014 compared to 2013.1

of breaches in the retail 
sector between November 
2013 and November 2014 
began with a compromise at 
a third-party vendor.2

of the revenue of a typical 
small business is at risk 
from cybercrime or 
cyber-espionage.3

of small business victims 
experienced a service 
interruption at some time.4

64% 33% 14% 59%

As large companies 
implement more effective 
security practices, threat 
actors are zeroing in on small  
and medium-size businesses.

Small businesses are 
frequently targeted by 
cybercriminals as a way 
to gain access to a larger 
business partner.

Financial losses from a 
successful cyberattack 
can represent a significant 
percentage of your business 
revenues.

Cyberattacks expose 
you to other devastating 
consequences such as 
website disruptions and 
customer privacy violations.4 

Learn More
marketing.sonicwall.com/solutions/network-security

Security

Protect business interests from 
exposure to security risks that 
dampen your competitive edge.

Manageability

Easy to deploy, easier to operate — 
spend less time managing your 
security solutions. 

Affordability

Today’s firewalls offer security 
and scalability features that 
small businesses need — at a 
surprisingly affordable price.  

Performance

Don’t sacrifice network 
performance for security —  
with the right firewall, you  
can have both.  

Gateway security
Block incoming viruses, spyware,  

worms, Trojans, software vulnerabilities  

and other threats.

Network security
Keep your network safe and operating  

at full efficiency. 

Remote security
Offer secure remote access for 

employees at home or on the road.

Wireless security
Provide wireless security on a par  
with your wired network.

Seamless security for 
small businesses
Game-changing technologies such as cloud, mobility 
and the Internet of Things level the playing field for small 
businesses. But it all hinges on closing the security gap. 
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